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Standards and Guidelines

True Security™ Mobile

The following Federal Information Security System standards provided guide-
lines for True Security™ Mobile product development and were implemented in
the applicable products. SafeFrontier continuously monitors for updates of the

requirements and updates it's products accordingly.

An Introduction to Computer Security: The NIST Handbook

Generally Accepted Principles and Practices for Securing Information Technology Systems
Creating a Patch and Vulnerability Management Program

Guidelines on Securing Public Web Servers

Guide to Secure Web Services

Recommended Security Controls for Federal Information Systems

Minimum Security Requirements for Federal Information and Information Systems

Guideline for Implementing Cryptography In the Federal Government

Guidelines on Electronic Mail Security

Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementation
Recommendation for Key Management

Recommendation for Applications Using Approved Hash Algorithms

Recommendation for Key Derivation Using Pseudorandom Functions

Security Requirements for Cryptographic Modules

Secure Hash Standard (SHS)

Advanced Encryption Standard (AES)

The Keyed-Hash Message Authentication Code (HMAC)

Guidelines for Media Sanitization

National Industrial Security Program Operating Manual (NISPOM)

Guide to Integrating Forensic Techniques into Incident Response
Guidelines on PDA Forensics
Guidelines on Cell Phone Forensics

Guide to Computer Security Log Management
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